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- Exploitation of Unsecured Devices
- Potential for Widespread Impact
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AI-Phishing

Training

Security Management Process
§ 164.308(a)(1)(ii)(A)

SP 800-30
Provides a comprehensive guide for conducting risk assessments, 
identifying vulnerabilities, potential threats, and impacts.
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§ 164.308(a)(5)
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Building an Information Technology Security AwarenessIoT Device
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SP 800-61
Computer Security Incident Handling Guide



F

E

D
C
B

Monitoring
for

AI-Phishing

RISK

ASSESSMENT
AI-Phishing

TrainingAS My Proposed FrameworkDeepfake

Incident

Response

IoT Device

Recovery

Planning

Information System Activity Review
§ 164.308(a)(1)(ii)(D)

SP 800-137
Information Security Continuous Monitoring for Federal Information 
Systems and Organizations



F

E
D
C
B

IoT Device
Recovery
Planning

RISK

ASSESSMENT
AI-Phishing

TrainingAS My Proposed FrameworkDeepfake

Incident

ResponseMonitoring

for

AI-Phishing

Data Backup Plan
§ 164.308(a)(7)(ii)(A)

SP 800-34
Contingency Planning Guide for Federal Information Systems



My Proposed Framework

RISK

ASSESSMENT

AI-Phishing Training

Deepfake Incident Response

IoT Device Recovery Planning

Deepfake Risk Assessment

IoT Device Security Audits

Monitoring for AI-Phishing

F
E

D
C

B
AS



My Proposed Framework

AI-Phishing Training

Deepfake Incident Response

IoT Device Recovery Planning

Deepfake Risk Assessment

IoT Device Security Audits

Monitoring for AI-Phishing

F
E

D
C

B
AS

05



05
Alignment of IT Strategy
with Business Objectives



Alignment of IT Strategy
with Business Objectives

05
Enhancing Patient Trust

Regulatory Compliance

Safeguarding Patient Data
Risk Assessment

Incident Response Planning

Training and Monitoring

Ensuring Business Continuity

Promoting Operational Efficiency

Facilitating Innovation
Security Audit

Proactive Threat Management

Adaptive Security Measures
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• Introduction of Telehealth
• Emerging Threats of Telehealth Industry
• Customized Framework
• The Alignment of Framework with Business Objectives
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Impersonation of Patients or Providers
Erosion of Trust
Data Privacy and Security Risk
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